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AytenTuduranus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaLun
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

Wnentudukarms

HNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

HNHdopmannoHHble
TEXHOJIOTHHI

WNndpopmanus

KonTponupyemas 30Ha

KonduaennuaibHOCTH

O06paboTka nepcoHanbHbBIX
JTAHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JleficTBusi TIO TIPOBEpKE TMOJIMHHOCTH CYOBEKTa JOCTYyIa
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HH(pOpMAalMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIMAIBHOCTh,  JOCTYITHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3aBaeMasi B LENAX peau3aiiu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecnieueHuss oOMeHa uH(pOpMAIMEH MEXIy O3TUMH
OpraHaMH, a TaKXX€ B MHBIX YCTAHOBJICHHBIX (elepaabHbIMU
3aKOHaMU LEJSIX

Bo3MmokHOCTh nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosiHue HMH(pOpPMAIIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HH(QOPMAIMOHHBIX TEXHOJIOTUH
oOecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HH(pOpMaruu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wWHOOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUs 3alMIaeMoil MHpopMaluyu 3auHTEPECOBAHHBIMU
CyObEeKTaMU C HApyIICHHEM YCTAaHOBJICHHBIX HOPMATHBHBIMH
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMM) WM 00JaaTess MU
uH(poOpMalMKl TpaB WM [paBWI pasrpaHUUYEHUs] JOCTyNa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomascs MOPeIMETOM  COOCTBEHHOCTH
U MOAJIeKaIlas 3allUTe B COOTBETCTBUM C TpPeOOBaHUSMU
MPaBOBBIX JTOKYMEHTOB WIN TpeOOBaHUSAMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM MH(POPMALIUU
[TpucBoeHne cyObeKkTaM U 00bEKTaM JI0CTYyIa UACHTH(UKATOPA
U (UaM) CpaBHEHHME MPEeNbSABIIEMOro HICHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTHU(PHKATOPOB

CoBOKYIHOCTh cojzieprkalieiicss B 0a3zax JaHHBIX MH()OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtaenbHble TOKYMEHTBI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBbl  JJOKYMEHTOB,  COJEprKalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apXuBax,
¢dongax, 6aHKax JaHHBIX, UH(OPMAIIMOHHBIX CUCTEMAaX JAPYTUX
BUJIOB)

[Tpomeccel, MeToasl MoOMCKa, cOopa, XpaHEHHUs, 00pabOTKH,
MPEIOCTABIICHUS, PACTIPOCTPAHCHUSI MH(POPMAIIMU U CIIOCOOBI
OCYIIIECTBJICHUS TAKUX ITPOLIECCOB U METOJI0B

CseneHus (cooOmeHwms, JTAHHBIC) HE3aBUCUMO
0T (OpMBbI UX NPEICTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3/laHHE, YacTh  3/IaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYyeMoe INpeObIBaHHE JIUII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejeieHHOW uHpopMmanuu, TpeOoBaHHE HE IepeaBaTh
Takyl0o HHGMOpPMaLMIO TpPeThUM JHLIAM 0e3  corjacus
ee oOnanaTens

JeiicTBus (omepamnuu) ¢ NEpCOHANBHBIMH JaHHBIMHU, BKIIFOUYAst
cbop, cHucTeMaTU3aluio, HAaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE
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Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTD

LlenoctHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIOIb30BaHNE, PACIIPOCTPAHEHHE
(B TOM umcie Tmepenavy), OOe3TWYMBaHUE, OJIOKMPOBAHHUE,
VHHUYTOKEHHE TIEPCOHATBHBIX JaHHBIX

TPOKIAHUH WM IOPUIUYECKOE JIUIO, OCYIICCTBIISIONINE
JeSITeIbHOCTh 1O SKCIUTyaTallui MH(POPMALMOHHOW CHCTEMBI,
B TOM 4YHcCiIe 1o 00paboTke uH(MOpPMAIUHU, COAepKamencs
B ee 0a3ax JaHHBIX

JIrobass mHpOpManus, OTHOCAIIAICS K IMPSAMO WIH KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTpeeIsieMoOMY (PU3NIECKOMY JIUILY

CoBOKYyNMHOCTh  ycJIOBUH U (aKTOpOB,  CO3AAIOIIUX
MOTEHIIUATBHYIO WIn peajibHO CYLIECTBYIOLYIO
OIMACHOCTb, CBSI3aHHYIO c yTEeUKOi uH(bopMauu

W/WIIM HECAaHKLIIMOHUPOBAaHHBIMU W/MJIM  HEeTIpeIHaMEPEHHBIMU
BO3/ICHCTBUSIMU Ha HEe

HenocraTok (cmabocTh) MIPOrPaMMHOTO
(mporpaMMHO-TEXHHUYECKOI0) CPEeICTBA MJIM MH(POPMALMOHHON
CHUCTEMBI B IIEJIOM, KOTOpBIA (KOTOpas) MOXeET OBITh
UCMONb30BaHA Ui peanu3aluu  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroilunBocTh  MH(OpManMM K ~ HECAaHKLMOHHPOBAHHOMY
WM CIIy4aifHOMY BO3JCHCTBHIO Ha Hee B Ipolecce 00paboTKh
TEXHUYECKMMHU CpEACTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUUTOXKEHHE U UCKAXKEHHE NH(pOpMaLuu



I'OCTP
IHonutuka

TBJIOY

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHU A

lNocynapcrBennsbiii cranaapt Poccuiickoit deneparuu

[Momutuka wuHOpManmoHHOW Oe3omacHOCTH [ 'ocynapcTBEHHOTO
OIOJUKETHOTO  JOIIKOJBHOTO  00pa30BaTEIbHOTO  YUPEIKICHUS
nerckuit can Ne 24 xomOuHMpoBaHHOTO BUAa [Ipumopckoro paiioHa
Cankr-IlerepOypra

locynmapcTBeHHOE  OFOMKETHOE — JIOIMIKOJIBHOE  00pa3oBaTelIbHOE
yapexaeHue gerckuii cax Ne 24  KOMOWHHMpPOBAHHOTO BHJIA
[Tpumopckoro paitona Cankrt-IlerepOypra

®denepanpHas cayx0a 6e3onacHocTH Poccuiickoit denepanuu
denepanibHas CIy)0a M0 TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBisieTcss JOKYMEHTOM, ONPEAESIONIUM HalpaBIeHUs AeSITeIbHOCTU
B o0Omactu obOecrneueHuss HMHQPOPMAIMOHHON  OE30MAaCHOCTH M TPEACTABISACT  COOOM
CUCTEeMaTHU3UPOBAHHOE M3JIOKEHHE 1IeJiel U 3a/1a4 nH()OpMallMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIbKO TPaBUJI, MPOIEAYDP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMU
pykoBoactByercss I'BJIOY, a Takke OpraHu3allMOHHBIX, TEXHOJOTMYECKHUX M MPOLEITYPHBIX
ACTIeKTOB oOecrieueHus: THPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxxenus  Hactosmei IlonmuTtukun He  pacmpocTpaHsiloTcss Ha — oOecriedyeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOH 3amaueit B oOsactu wuHpopManmuoHHON Oe3omacHoct ['BJIOY mnpusHaer
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECledYeHUs 3amuThl HH(pOpMauy HWHPOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHS 3aKoHoAaTeabcTBa Poccuiickoit denepanuu M HOPM
perynupoBaHus HWHQOPMAIIMOHHON JAEATETbHOCTH B TEKYIIUX YCIOBUAX (DYHKIIMOHHPOBAHHS
MH(OPMALIMOHHOTO MOJIS.

[Tpu pa3pabotke [ToMUTUKN YUIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3AHUS CUCTEM 3alUThHI
uH(pOpMallMK,  XapaKTePUCTUKA UM  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
Y COBPEMEHHBIX MTPOTPaAaMMHBIX U allllapaTHO-MPOTPAMMHBIX CPEJICTB 3alIUTHl HH(OPMAIUH.

B pamkax cBoeit nestenbrocty I'BJIOY 006s3yercst npeanpuHIMaTh Bce BOZMOKHBIE MEPBI
JUTS 3alIMTHI HHGOPMANKU OT yrpo3 0e30macHoCTH HH(POpMAIUH.

TpeboBanusi wHGOPMAIIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT IIEJIAIM JAESATEIbHOCTU
I'BAOY u npeanazHaueHbl 1Jisi CHUKEHUSI PUCKOB, CBSI3aHHBIX C peaju3aluei yrpo3 6€301nacHOCTH
uHpopmanuu.

[Tonutuka nocrynna Bcem padotHukam I'BJIOY u Bcem nonb3oBatesnsiM ero pecypcos.

2 IEJH U 3AJJAYU OBECIIEYEHUSI THOOPMAIIMOHHOM BE3OIIACHOCTHU

Cy0bexTbl HHPOPMALMOHHbIN OTHOLICHU I

Cyb6bexkramu mipu obecrieueHnn nHGopmanronHoi 6ezonacaoctu B 'BJIOY sBnstores:

pabotHuku ['BZIOY (B TOM ynciie YBOJEHHBIE);

rpaxkaane, padoTaroIre Mo JOroBOpaM IpakJaHCKO-TIPaBOBOTO XapaKTepa;

¢buznueckue M, NPEICTAaBUTENN KOHTPAareHTOB B paMKaX MHCIIOJHEHUS JIOTOBOPHBIX
00s13aTEIILCTB;

dbusndeckue nuia, nojasiiue odpamienue B ajapec [' b0V,

IOpUJIMYECKHE JIMIIA, B PAMKaX HCIIOJIHEHUs JIOTOBOPHBIX 00s3aTE€IbCTB MM BO HWCHOJIHEHUHU
TpebOBaHMl CO CTOPOHBI 3aKOHOaTENbCTBA Poccuiickoit deaepanun;

Oprasbl TOCYyJapCTBEHHOH BJIACTH.

O0beKkTh HHPOPMALMOHHBIX OTHOIICHU

Oo6bexTamu HH(OPMAIIMOHHBIX OTHOILIEHHUH SBIISIOTCS:

uHndopmarnmonusie pecypesl ' BJIOY;

rocyJapcTBeHHble  MH(pOpMalMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSETCA
I'BAOY;

nporeccel  00paGoTku  umHpopmanuu B uMHPopMmaumoHHbIX  cuctemax ['BJ/I1OY,
MH(OPMALIMOHHBIE TEXHOJIOTUM, PErJIaMEeHThl U Mpoueaypsl cOopa, 00pabdOTKH, XpaHEHUs
U nepeiauy HHPOpMaLuy;

nHpopmanmoHHass HWH(QpacTPyKTypa, BKIIOYAIONIAs CHUCTEMBbI OOpabOTKH, XpaHEHHUs
U aHajM3a UH(OpMAIMH, TPOrPaMMHBIE U IIPOTPaMMHO-aIIapaTHbIe CPEJACTBA, B TOM YHCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHHUKAIUU;

CHCTEMBI M CPEJCTBA 3aIIUTHl HHPOPMAIIUN, OOBEKTHI U MOMEIIEHHs], B KOTOPBIX Pa3MElIeHBI
cpenacTBa 00pabOTKH HHPOPMAIIHH.

Hean o0ecneyennst HHPOPMANMOHHOI 0€30NIACHOCTH

OcHoBHOHM T1Ienbl0  oOecniedeHus: uH(opmanmonHo ©Oe3omacHoctrn ['BJIOY  sBastores
JeMCTBUSL HAmpaBieHbl Ha JIOCTHXKEHHE 3alIUThl CYOBEKTOB HH(OPMALMOHHBIX OTHOIIEHHHA OT
BO3MO)XHOTO HAHECEHHs] MM MaTepHaIbHOTO, (U3UYECKOT0, MOPAJbHOTO WJIM HHOTO yuiepoa,
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MOCPEICTBOM  CIYy4aHOTO  WJIM  TNpEeIHAMEpEeHHOro  BO3JCHCTBHA  HAa  MH(OpMaIuio,
B TOM YHCIIE!

o0ecrnieueHus OTKa30yCTOMYMBOTO (YHKIIMOHUPOBAHUS IPOrPaMMHBIX
1 annapatHo-nporpaMMubIx cpeacTB ['BJIOY u npegocTaBisieMbiX CEpBUCOB;

COOJIIOJICHHSI TIPABOBOTO PEXHMMa HCIOJNb30BaHUS MACCHBOB M CpEACTB  00pabOTKH
nHpopmanuu;

NpPEOTBPALICHUS peaNH3aluud  Yrpo3 0e30MacHOCTH HMH(OPMAIlMM TpPU  OCYLIECTBICHUU
nestenpHoctu I'BOY.

3agaun obecneyeHusi HHPOPMALIMOHHOM 0€30MIACHOCTH

Joctuxenue neneil obecrnieyeHus: HHGOPMAMOHHONW 0€30MacHOCTH CBOMCTB HMH(OpMaLNU,
I'BIOY pemiaercs cieayromUMH 3a1la4aMH:

3alIUTHI OT HECAaHKIIHOHUPOBAHHOTO JOCTYIA K HH(POPMAITMOHHBIM pecypcam;

pasrpaHUyYeHHs JOCTYIA TOJb30BaTeNIel K MHPOPMAITMOHHBIM, allllapaTHBIM, IMPOTPAMMHBIM
U UHBIM pecypcam;

perucTpani M MEPUOJUYECKOr0 KOHTPOJIA JEHCTBHH ToOJb30BaTeneil mnpu oOpaboTke
3amuImaeMoi HHGoOpMaIK U IePUOTUUECKUI KOHTPOJIb KOPPEKTHOCTH UX JCHCTBUH;

KOHTpPOJISI LIEJIOCTHOCTH Cpe/Abl HCIOJHEHHS NpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapYIIEHUS;

obOecrieueHus ayTeHTU(UKAMK U UACHTU(UKAIMHM  [OJIb30BaTeNe, Yy4acCTBYIOIIUX
B MH(OPMaLlMOHHOM OOMEHE;

obecrnieueHus HCIIPABHOCTHU MIPUMEHSIEMbIX B UH(GOPMaIMOHHBIX cCUCTeMax
I'BAOY cpencts 3amuThl HHPOPMALIUH;

CBOCBPEMEHHOTO BBISBICHHE MCTOYHHUKOB YIrpo3 0e30MacHOCTH HMH(POpMAIK, MNPUYHH
U YCIOBMM, CHOCOOCTBYIOIIMX  HAHECEHUIO  yliepba  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMAaILMOHHBIX OTHOIICHHUIA;

CO3/IaHUEM CIIY>)KOBI MOHUTOPHHTA M pEarupoBaHHS Ha yrpo3bl O€30MAaCHOCTH WH(POpPMALUU
Y HETaTUBHBIE [10CIIEICTBUS,

CO3IaHMEM YCIIOBUH JUIsI MUHUMH3AI[MH HAHOCUMOTO yilep0a HEMpaBOMEPHBIMU JCHCTBUIMH,
U YCTpPaHECHUE TOCIIEACTBUI HapyIeHusI HHPopMaImoHHo# 6e3onacHocty B 'BJIOY.

Pemenue Boimenepeuncinennsix 3aaa4d B 'bJIOY ocymecteisercs I'BJJOY nocpeacrsom:

yueTa BceX MoJIekalluX 3alnuTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAIUPOBAHUS JEHCTBHI TIEpCOHAA, OCYIIECTBISIONIET0 0OCTYKUBAaHUE U MOIU(DUKAIIUIO
MIPOTrpaMMHBIX U MTPOTPAMMHO-AMNNAPATHBIX CPEICTB UHPOPMAIIMOHHBIX CUCTEM;

perJamMeHTaluu TporeccoB 0o0paboTku uHbopManuu, AeicTBuii padoTHHkoB Komwurer,
OCYLIECTBIISIIOIIMX SKCIUTyaTal[Mi0 MPOrPAMMHBIX U MPOTPAaMMHO-aNNapaTHbIX CPEICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB 10 3alluTe UH(pOpMaLHH;

Ha3HAYCHUS u MOATOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 3a
OpraHu3alMIONOCYIIECTBICHUEMEPONpUsATHIIoo0ecTiedeHnonH popMaliMoHHoHOe30nacHocTuB KoM
UTET,

HaJeNIEHUs] KaXJI0ro pabOTHHKAa MHUHUMAaJIbHO HEOOXOAMMBIMH TMpaBaMu TMpu padboTe
B MH(OPMALIMOHHON UHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00513aHHOCTSIM;

coOiroieHHsI BceMU paOOTHUKAMU, 3KCIUTYaTUPYIOIIUMHU M 00CTYKUBAIOLUMU NTPOTrPaMMHbIE
U NporpaMMHO-anmapaTtHble  CpeJICTBa, TPeOOBAHMN  OpPraHU3aLMOHHO-PACHIOPAIUTENBHBIX
JIOKYMEHTOB I10 BOIlpocaM obecrieueHust MHOOpMaIIMOHHON O€30MacHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)JIOTO Pa0OTHHKA 332 CBOM JCWCTBUS, yJaCTBYIOILEIO
B paMKaX CBOMX (PYHKIIMOHAJIBHBIX OOS3aHHOCTEW B MpOIECCax aBTOMATH3UPOBAHHON 00pabOTKH
nH(pOpPMallMU U UMEIOIIEro JOCTYII K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanu3anueil TEXHOJIOTHYECKUX TMPOIECCOB 00paboTKM WHOOpPMAIMU C HCHOJb30BAaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX Mep 3allMThl MpPOrpaMMHOro  obecreyeHus,
MIPOrpaMMHO-aNMNapaTHBIX CPEJCTB;

OpPUHITUS Mep Mo olOecreueHuto (U3NYECKONH MEIOCTHOCTH MPOTrPaMMHO-AMIapaTHBIX
CpeAcTB HMH(GOPMAIMOHHBIX CHUCTEM U TOJJIEpPKaHMEM HEeoO0XOJMMOrO YpPOBHS 3allUIIEHHOCTH
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KOMIIOHEHTOB;

UCIIOJIb30BaHUsI MPOTPAMMHBIX U MPOTPAMMHO-AMITAPATHBIX CPEJCTB 3aIIUTH WHGOpPMAITUU
obpabateiBacmMoM B 'BJIOY 1 anMHUHUCTpAaTUBHON MOJACPIKKON WX MCTIOJIb30BaHUS;

KOHTPOJISL ~ COOJIOACHUS  TOJNB30BaTENsIM  MH(POPMALMOHHBIX  CHCTEM  TpeOOBaHMU
1o obecreyeHno NHPOPMAITMOHHOHN 0€301acHOCTH;

npoBeeHus aHanu3a 3 (HEKTUBHOCTH MPUHATHIX Mep 3aIIUThl HH(OPMAIMH ¥ TPUMEHIEMbIX
cpencts 3ammThl nHGopmaruu B 'B/I0Y;

pa3pabOTKM UM peaau3aluy NPEUIOKEHUM 10 COBEPIIEHCTBOBAHUIO CHUCTEM  3alUThI
uHpopmanuu B Komurer.

3 TNPUHIMIIBI OGECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

ObecrieueHne HHPOPMAITMOHHON 0€30MACHOCTH, JOKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIeIYIOUIMMH OCHOBHBIMU MPUHIIUIIAMHU:

[IpuHIHT 32KOHHOCTH

[Tpu BbIOOpE MepoONpUATUN MO 3alIUTe UHPOPMAIMH, AOHKHO COOII0IAThCs JeCTBYIOIIEE
3akoHOoIaTeNnbCTBO Poccuiickoit deneparun B chepe 3amuThl HHPOPMAILIUH.

Bce paOoTHHKM AOMKHBI UMETh MpEACTaBiIeHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYLICHHS
B ctepe 3amuTsel nHpopmanmu. [Iporpammuo-anmaparHsie cpenactsa, npumensemsie B I'B10Y,
JOJKHBl MMETh COOTBETCTBYIOIIME IHUIEH3WU, OPHUIMAIBLHO MPUOOpETaThcs y MpeacTaBUTENeH
Ppa3pabOTUYUKOB ATUX CPEACTB WM SBIISITHCS MHTEIUIEKTYanbHOM coOcTBeHHOCThIO ['B/IOY.

IIpuHIMT CHCTEMHOCTH

[Tpu co3aHuyu CUCTEMBI 3alUTHl JOJDKHBI YUUTBIBATHCSA aKTyajdbHbIE YTPO3bl 0€30IaCHOCTU
uH(pOpMallK, BO3MOXKHbIE OOBEKTHI M HAMpABJICHHS aTak HAa HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3alMTHl JIOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB YTEUKU
uH(pOpMallMK, HO U C Y4ETOM BO3MOKHOCTH TMOSIBJICHUS HOBBIX YA3BUMOCTEH B MPOrpPaMMHOM
o0ecrevyeHunu.

IIpuHIMTT KOMILIEKCHOCTH

KommuiekcHOe UCnosib30BaHUE CPEACTB 3alllUThl MH(MOPMALMK MIPEAINOIAraeT COrJacOBaHHOE
MPUMEHEHUE MPU MOCTPOCHHUH IIEJIOCTHON CUCTEMBI 3alllUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbBIE
yrpo3bl 6e30macHOCTH MH(OpMAIMH. 3alluTa JO0JDKHA CTPOUTHCS JIIEIOHHpoBaHO. Dusnyeckas
3alUTa I0JKHA 00ecTieunBaThCsl GU3MUECKUMU CPECTBAMH M OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHuy, BHEPEHNN U SKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMALMK PYKOBOJICTBO
I'BJIOY obecneunBaer ycnoBus g 3()(EKTUBHOW KOOpAMHALMHM JEHCTBHM BCeX JIMIL,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30MTaCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cuctembl 3aUTHl HHPOPMAIMU JOJKHA BECTUCH MapajiebHO C pa3paboTKOi
U HUHQOpPMAaMOHHOW  cHCTEMBl. OTO TO3BOJIMT  y4yecTb TpeOOBaHUS  0€30MacCHOCTH
IpU MPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM cueTe, co3harbh Ooiee 3(deKTHUBHBIE
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaal0NIUe TOCTATOYHBIM YPOBHEM 3aLIUILIEHHOCTH.

IpuHOMN NPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHWE MEp U CPEACTB 3alIUThl HMH(OPMAIMM Ha OCHOBE
IIPEEMCTBEHHOCTH OpPraHU3ALMOHHBIX W TEXHUYECKHUX PpEUIeHHH, KaJpOBOIO COCTaBa, aHaIU3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM U CHCTEMBl €€ 3allUThl C Y4eTOM H3MEHEHHH
B METOJaX M CpelacTBax IepexBara HHQOpMAalMK, HOPMATHUBHBIX TpeOOBaHUI IO 3aliuTe
UHpOpMaLINH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieyeHre MH(YOPMAITMOHHON 0€301MacCHOCTH U LIEHHOCTH
MH(OPMALIMOHHBIX PECYpPCOB Ha BEJIMYMHY BO3MOXHOrO Yymiepba OT HX pasrJalleHus,
YHUYTOXKEHHUS M UCKaXeHHUs. Vcronp3yeMble Mephl U CPeACTBA 3alIUThl HH(GOPMAIMK HE JOJDKHBI
yXyALIaTh SPrOHOMHYECKHE [T0Ka3aTeI KOMIIOHEHTOB HH()OPMALIMOHHBIX CHCTEM.

[IpuHUHN 0TBETCTBEHHOCTH

BosznoxeHue 0TBETCTBEHHOCTH 3a o0ecrneueHue 6e30nacHOCTH nH(popMaluu U ee o0paboTKu
Ha KaXJ0ro pabOTHUKA B Mpejaenax ero IMoJIHOMOYMH. B cOOTBETCTBMM C 3TUM MPHUHLUIIOM
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pacripesielieHue TpaB U O0sI3aHHOCTEW pPAaOOTHUKOB CTPOHMTCS TaKUM 00pa3oM, YTOOBI B ciydae
T000T0 HAPYIIEHUS ObLT U3BECTEH HAPYITUTEb.

IIpuHIHUN 000CHOBAHHOCTH ¥ TEXHUYECKOH pean3yeMocTH

HudopmaninoHHbIe TEXHOJIOTHH, TPOrPaMMHBIE U IIPOTrPAMMHO-aNapaTHbIe CPEACTBA, MEPHI
3aUThl UH(GOPMAIMK JIOJDKHBI OBITH PEAM30BaHBI 110 COBPEMEHHBIM PEIICHHSIM, 0OOCHOBAHBI
C TOYKHU 3PEHHUs JOCTHUKEHHS 33JaHHOTO YPOBHS 3aIMIICHHOCTH MH(POpPMAIMU U S3KOHOMUYECKOU
1eN1eco00pa3sHOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUSAM
1o 6e30macHOCTH HH(POPMAIIHH.

Ipunuun npogeccuonainima

Peanuzamus Mep 3amuThl MHQOpPMAIMM U SKCIUTyaTalMsl CPEICTB 3allUThl HWH(OpMAaLUU
JIOJKHA OCYHIECTBIATHCS MPO(ECCHOHATBHBIMU CIIEHUAINCTAMU.

[TpuBneyeHne crenualIn3upPOBAHHBIX OPraHU3AIMHA K pa3paboTKe CPEACTB U peallu3alud Mep
3alUTHl UHPOPMALIMHU, TTOATOTOBICHHBIX K KOHKPETHOMY BHUAY JAEATEIBHOCTH MO OOECIICYCHUIO
0e30macHOCTH MH(GOPMAIIMOHHBIX PECYpPCOB, UMEIOIIUX OIbBIT MPAKTUUYECKONH paboThl U JIMIIEH3UH
Ha MPaBO OKa3aHMA YCIYT B 3TON OOJIACTH.

IpyuHOMN MUHAMM3AIUY IPUBUJIETHH M0JIb30BaTe el

ObecnieueHue MoJib30BaTeIe NPUBMWIETUSIMU MUHUMAJIbHO JOCTATOYHBIMU ISl BHIIOJHEHUS
MMM CBOUX JOJDKHOCTHBIX o0s3aHHOCTel B 'BJIOY.

4  OCHOBHBIE TPEBOBAHUS 11O 3AIIUTE UH®OPMALIUHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3anmThl MH(pOpMalMU JOJDKHA IPEAyCcMaTpuBaTh KOMIUIEKC OpPraHU3allMOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AINIAPATHBIX CPEICTB M Mep MO 3amuTe WH(OpMalUU B mpoliecce
ee 00paboTKH.

BrimonHenue TpeGOBaHUN JOCTUTAETCA 3a CUET pealu3alud Ha 00beKTax MHpOopMaTH3AUU
Mep IO 3aIuTe HHHOPMAITUH:

uAeHTU(DUKAIINY U ayTeHTU(QUKAIMU CYyOBEKTOB IOCTYIA M OOBEKTOB OCTYIIA,

YIIPaBJICHUIO JIOCTYIIOM CYOBEKTOB JOCTYIA K 00BEKTaM JIOCTYIIa;

OTPAaHUYEHUIO TPOTPAMMHOM CPEJIbI;

3allIUTe MAIIMHHBIX HOCUTEJIEH NIEPCOHATBHBIX JaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AHTUBHUPYCHOM 3aIlNTE;

00HapyXEHHUIO BTOPKECHHIA;,

KOHTPOJIIO (aHATU3Y) 3alIUIIICHHOCTH MEPCOHAIBHBIX JTAHHBIX;

00ecrnevyeHnI0 1IeT0CTHOCTH HH()OPMAIIMOHHON CUCTEMBI M IEPCOHATBHBIX JIAHHBIX;

00ecnevyeHnI0 TOCTYITHOCTH EPCOHANIbHBIX JaHHbIX;

3alUTHI CPEIbl BUPTYAIU3aUU;

3aIUTHl TEXHUYECKUX CPEIICTB;

3aIUThl UHHOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEepPeIayu JaHHBIX;

BBISIBJICHUIO MHITUICHTOB U PEaruipOBaHNE HA HUX;

yhOpaBlIeHUI0 KOHUTypanuei HHOOPMAIIMOHHOW CHUCTEMBl W CHCTEMBI  3aIIUTHI
MIEPCOHAIIbHBIX TAHHBIX.

I'BAOY, kak oOmanatens UHGOPMAIMU OTPAHUYEHHOTO MOCTYMA, MPU OCYIIECTBICHUH
CBOMX IIPaBOOS3aHO:

coOroAaTh MpaBa v 3aKOHHBIE HHTEPECH MHBIX JIUIL;

MPUHUMATh HEOOXOIMMBIE MEPHI 10 3aIUTEe HHPOPMAIINH,

OTpaHWYMBATHL JOCTYN K HHpOpMamMH, eciau Takas OOs3aHHOCTh YCTaHOBJICHA
3aKO0HOIaTenbCTBOM Poccuiickoit @enepannu.

B Tom wumcne I'BJIOY, BhopaBe eciu HHOE HE MPEITYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuu:

paspemiaTh WIM OTPAaHUYMBATH JOCTYH K WH(OpMAIMU, OMPEAENATh MOPSIOK M YCIOBUS
TaKOro J0CTYIa;

UCIIOJIb30BaTh MH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHATH €€, 10 CBOEMY YCMOTPEHHUIO;



nepeaaBath MHGOpPMAIMIO JAPYI'MM JIMIIAM Ha YCTAHOBJIECHHOM 3aKOHOJATENILCTBOM
Poccuiickoit denepaiuu OCHOBAaHUH;

3alUIIATh YCTAaHOBICHHBIMH 3aKOHOIATENbCTBOM Poccuiickoit denepamyn criocodamu cBOu
opaBa B Cllyyae HE3aKOHHOIO NOJYy4YeHUs MH(OpMAlMM WIM €€ HE3aKOHHOTO HCIOJIb30BaHUS
VHBIMHU JIMLIAMU;

OCYILECTBIIATh MHbIE ACHCTBUSA ¢ HMH(OpManuedl wiM paspemaTrb OCYIIECTBIEHUE TaKUX
NeMCTBUH, €cnM JTU JeWCTBUS HE NpOTHBOpevar (QenepaibHbBIM 3aKOHAM W JIPYTUM
HOpPMaTUBHO-TIPaBOBbIM akTaM Poccuiickoit @enepanuu.

3ammra wWHQOpPMAIMM  OTPAHMYEHHOTO JOCTyHa NpPEACTaBIseT CcOOOW  MpHUHSTHE
OpPraHM3alMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX Ha:

coOumosieHre KOH(pUASHINATBHOCTH HH(pOpMaIK (MCKIIOYEHNE HENPaBOMEPHOTO JIOCTYTIA,
KOIMPOBAHUS, IPEIOCTABICHUS WM PACIPOCTPAHEHUS HHPOPMALIUN);

o0ecrieyeHne 1eI0CTHOCTH HH(POpMAIUH (MCKITIOUEHHE HEMPAaBOMEPHOTO YHUUTOKEHUS
Wiy MoauuIupoBaHus HHGOPMAITUH);

pea3aluio npasa Ha JOCTYI K HHPOPMALUH (MCKIIOUEHUE HEITPABOMEPHOTO OJIOKUPOBAHUS
uHpopmanun).

CpencTBa 3ammThl HHQOPMAIIMH BHEAPSIOTCS 10 PE3yJbTaTaM MPOBEICHHS OLIEHKH PHCKOB
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Opranun3anus 3amuThl HHGoOpManuu

[Tpu opranuzanuu B I'BJIOY 3ammrtel uHbOpManuu, AOKHBI BBINONHATHCS TPeOOBaHUS
@®enepasibHoro 3akoHa ot 27.07.2006 Nel49-®d3«06 wuHpopmanuu, MH(OPMaLMOHHBIX
TEXHOJIOTUSIX M O 3alluTe HHPOpPMALUN», KOTOpble pEryJupylOT OTHOLIEHHS, CBS3aHHbIC
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKpalleHueM pekuMa 00pabOTKH 3aluinaeMoil HHpOpMaIum.
B Tom uucne tpeGoBaHus o 3ammre MHGOPMAIMM, HE COCTABIIAIOLIEH IOCYIapCTBEHHYIO TaiiHYy,
coJiepKalleiicss B TrocyJapCTBEHHBIX MH(OPMALIMOHHBIX CHUCTEMaX YTBEP)KICHHbIE IMPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHUM TpeOOBaHMI O 3amuTe WH(pOpMALNH,
HE  COCTaBJIIOIIEH  TIOCYHapCTBEHHYIO  TallHy, cojepXalleics B TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMax» JUIsl TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BAOY sBasiercss OnepaTopom.

B I'bAOY nmomumo peanuzaiuyd OCHOBHBIX MEp 3alllUThl HH(GOPMAIIUU OCYILIECTBISETCS:

perynsipHasi  OIlEHKa U yOpaBJICHHE pPHCKaMU HMHQPOPMAIMOHHON  0€30macHOCTH
B COOTBETCTBHHM C YCTAHOBJIEHHBIMHU MPOLIETypaMy B 00JIACTH yIPaBJICHUS PUCKAMU;

MH(OPMUPOBaHUE, oOyueHue u MIOBBIIICHHE KBaJIM(pUKALMH paboOTHUKOB
I'BJIOY B chepe nHPOpMALIMOHHOM 6€30M1aCHOCTH;

MeToauYecKass MoMoIlb pabOTHHMKaAM B Bompocax o0ecreuyeHus HHGOPMaUOHHON
0e30IMacHOCTH;

aHAJIN3 U MTOMCK BO3MOKHOCTEH 110 MOBBIIIEHUIO YPOBHS 3aIMILIEHHOCTH HH(OPMAaIIHH.

Jnis opranm3anuu 3amuthl uHGopMayu, KomMuter BnpaBe NPpUMEHSATh CPEICTBA U METOJIbI
TEXHUYECKON 3alluThl, NpPEANPUHUMATh Jpyrue, HE NPOTHUBOpEYAlllMe 3aKOHOAATEIbCTBY
Poccuiickon denepanuu, MEpEI.

B pamkax obecnieueHus 3auThl HH(GOPMALIMU, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXO0IMMO
03HAKOMUTH O] POCHHUCH PAaOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMALIMU OTPAaHUUYEHHOTO JIOCTYTIA,
HEOOXOUM JIJIsl BBIIIOJIHEHUSI UMHU CBOUX JIOJKHOCTHBIX OOS3aHHOCTEH, ¢ IepeyHeM HHpopManuu
OTPaHUYEHHOTO J0CTYIa, U NPUHATHIMU B KoMuTeT Mepamu 3aiuTsl HHGOpMAIIH.

Oco0eHHOCTH 321U THI IEPCOHATBbHBIX TaHHBIX

[Ipu opranmzanuu o6pabotkn B ['BJIOY nepcoHanbHBIX JaHHBIX  HEOOXOAWMO
PYKOBOJACTBOBaThcs  TpeboBanusimu  PenepanbHoro 3akoHa ot 27.07.2006  Nel52-@3
«O nepcoHANBHBIX JaHHBIX).

[lepeuenr Mep, BblMONHEHHE KOTOphIx obecneunBaer ['B/IOY B kauecTBe omepaTopa
NIEPCOHAIBHBIX JaHHBIX, JOJDKEH BKJIFOYATH:

HazHayeHue B ['b/IOY oTBeTcTBEHHOI0 3a OpraHu3aluoo 00paboTKH MEPCOHANBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OIPEIEIIAIONINX MpaBUia B OTHOILEHHUH 00paOOTKU MEePCOHATBHBIX
nanHbIX B I'BJIOVY, nokanbHBIX akTOB 11O BOIIpOcaM 00pabOTKH MEPCOHATBHBIX TaHHBIX;

10



NPUMEHEHHE OPraHM3AlMOHHBIX M TEXHMYECKMX Mep Mo olecrmeyeHuio 0e30macHOCTH
MEePCOHAJIbHBIX JaHHBIX B COOTBETCTBUU €O cTaTbheil 19 ®DenepanbHoro 3akona o127.07.2006
Nel52-®3 «O nepcoHabHbIX 1aHHBIX»;

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY M COJEP>KAHUIO OPraHU3AMOHHBIX U TEXHUYECKUX MEp
1o oOecrevyeHuIo 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B MH(OPMAIMOHHBIX
CHUCTeMax MEePCOHABHBIX AaHHBIX YTBEpKIEHHBIX [Ipukazom ®CTIK Poccun ot 18.02.2013Ne 21
«O0 yTBepKIEHHMH COCTaBa M COJCPKAHUSA OPTaHU3AIMOHHBIX W TEXHUYECKHX Mep II0
obecrieueHHnI0 0E30MaCHOCTH MEePCOHANBHBIX JAHHBIX MPU MX 00paboTke B MH(POPMAIMOHHBIX
CUCTEMAaX NEPCOHAJIBHBIX JaHHBIX),

OLICHKY Bpe€Ja, KOTOPBI MOXET OBbITh MPUYMHEH CYOBEKTaM TIEePCOHATIBHBIX JaHHBIX
B ciydae HapymeHus PexnepanbHoro 3akoHa Nel52-d3, cooTHolIEHHE YKa3aHHOIO Bpenaa
U MPUHUMAEMbIX OINEpaTOpPOM Mep, HalpaBlIECHHBIX Ha OOECIeueHUE BBIMIOJHEHUS 00s3aHHOCTEH,
npenycMoTpeHHbIX PenepanbHbiM 3akoHOMNe ] 52-D3;

o3Hakomsienne pabotHukoB ['BJIOY, HenmocpeacTBEHHO OCYIIECTBISIOMUX 00paboTKy
IIEPCOHANIBHBIX ~ JTAHHBIX, C IIOJOXXEHMAMM 3akoHoxaarenbcTBa Poccuiickoin  denepanuu
0 TEPCOHAIbHBIX JAHHBIX, B TOM 4HCIE TpPeOOBaHUSMHU K 3alUTe MNEPCOHAIbHBIX JaHHBIX,
JTOKyMeHTamu, ompexaelnstomumu tTpedoBanus ['BJIOY B oTHOmEHWH 0OpaOOTKU TMEPCOHATBHBIX
JaHHBIX 1 00y4YeHUe, IpU HeOOXOIUMOCTH, YKa3aHHBIX PAOOTHUKOB.

O6ecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCs, B YACTHOCTH:

ompezieiecHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IMEPCOHATBHBIX JaHHBIX;

OTpeeNIEHUEM ypPOBHS  3alUIICHHOCTH TEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusivu [loctanoBnenus IlpaBurensctBa Poccuiickoii @eneparnmm ot 01.11.2012 Nel1119
«O06 yTBepkIeHUHM TpeOOBaHUN K 3allUTe IEPCOHAJBHBIX MJAHHBIX MpU UX 00paboTke
B MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX JaHHBIX Y,

MPUMEHEHUEM MPOIIEIIINX B YCTAHOBJICHHOM IMOPSJIKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEeZACTB 3alIUTHI HH(OPMAIIHH;

OLICHKOW 3(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3aIIUTE MEPCOHATBHBIX JaHHBIX J0 BBOJA
B DKCIUTyaTaIli0 HHOOPMAIIHOHHON CHCTEMBbI TIEPCOHAIBHBIX JTaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIEACTBHE MOIYYCHHS] HECAHKIIMOHUPOBAHHOTO
JI0CTyNa K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEePCOHAIbHBIM  JIaHHBIM, 0OpabaThIBaeMbIM
B MH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHAIbHBIX JAHHBIX, a TAKXE OOECIEeUeHUEM pPETUCTpaluu
U ydera BceX JICHCTBMH, COBEpUIAEMBIX C MEPCOHATbHBIMH JaHHBIMM B HH(GOPMAIMOHHBIX
CUCTEMAaxX NEePCOHAIbHBIX JaHHbIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEPAMH I10 3alUTE NEPCOHAIBHBIX JaHHBIX U OIPENEICHHOIO
YPOBHSl 3alllMIIEHHOCTH HWH(OPMALMOHHBIX CHCTEMax IEpPCOHAIBbHBIX JIAaHHBIX B IpoIecce
€€ HKCILTyaTaluHu.

5 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAMOBECITEYEHUSA
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeTtonnyeckoe pyKOBOJICTBO, pa3pabOTKy pelleHui Mo 3amure HHPOpMaIuu, CoriacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTENBHOW TEXHUKH, MPOTPAaMMHBIX M MPOrpaMMHO-AIAPaTHBIX CPEICTB
3aluThl MH(OPMALIMK, OPTaHU3alHi0 paboT MO BBISIBICHHUIO BO3MOXHOCTEH M MpenynpexaeHUI0
YT€YKH M CBOMCTB 3aluIaeMoi HMH(POPMALMHU, AaTTECTALUI0 OOBEKTOB HH(POPMATU3AINH
OCYILIECTBISIIOT KOMIIETEHTHBIE CTPYKTYpHbIE Toapasaenenus ['B/I0Y.

Pusnyeckas 0e30MaACHOCTH

[IpuHsTHIE OpraHM3alMOHHBIE W TEXHUYECKUE Mephl 1o 3anmre nomemenuit ['BAOY,
CEepBEPHOTO M KOMMYTAIMOHHOTO 00OpYyIOBaHMSA, aBTOMAaTH3HUPOBAHHBIX pPabOYMX MecT
nosib3oBarenel nHpopmanroHHeix cucteM I'BJIOY obecreunBaroT peanu3aiuio CIEAYIOIUX Mep
1o:

pasrpaHUYeHHIO J0CTyna paOOTHUKOB B moMenieHuss KomMHTeT B COOTBETCTBUM C HX
MOJTHOMOYHSIMH U JIOJDKHOCTHBIMH 00S3aHHOCTSIMU;
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peructpaniiu (akToB BXOJa pabOTHHKOB B TIOMEIIEHHS B KOTOPBIX BeAeTcs oOpaboTka
MIEPCOHANIBHBIX IaHHBIX;

KOHTPOJIMPYEMOMY TMpeObiBaHui0 TocTopoHHUX Jull B I'BJIOY B momenieHus, B KOTOPBIX
BeZieTcsl 00paboTka MH(OpPMALMKU OTPAaHMYEHHOTO JIOCTyIa M pa3MEIeHbl anmnapaTHble CpelICcTBa
UH(POPMALIMOHHOHN CUCTEMB,

OpraHHu3aIy pexXruMa KOHTPOJIUPYEMOTro BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAIIHH.

[Tomemenuss ['BJAOY nomxHbl ObITH 000pYHOBaHbl JAETEKTOPAMM OTHS U JbIMa,
OTHETYLIUTENISIMHU, CPEICTBAMH OXPAHHO-TI0)KAPHON CUTHAIU3ALUU.

OcHoBHOE cepBepHOE U KomMMyTarmonHoe obopynoBanue ['B/I0Y momkHO OBITH 3alTUIIEHO
oT mepedoeB B IMojAaue SJIEKTPOSHEPTUU MYTEM MOJKIIOYEHHS] K DJIEKTPOCETH C MPUMEHEHHEM
UCTOYHUKOB OecrniepeOoiiHoro mnuraHus. Vcrounuku OecnepeOOMHOrO MHTaHUS HEOOXOAUMO
PEryJspHO TECTUPOBATh M MPOBEPATH yMoiaHOMOYeHHbIM pabotHukam ['BJIOY B cooTBercTBUU C
PEKOMEHIALUSMU TPOU3BOIUTELS.

[lopratuBHBIE TEXHMYECKHE CpPEICTBA HE  JOJDKHBI  OCTaBaTbCAd 32  IpEAesIaMH
koHTpompyemoit 30ub1 [ BJIOY 6e3 koHTpoIIs co ctoponsl padbotHrukoB ['BIOY.

be3onacHocTs Ha paGouem mecte

3anpemiaercss BECTH 3allMCh IApoJied B OTKPHITOM BUAE HA MaTEpUAJIbHBIX HOCHUTEI,
3a UCKJIFOYEHUEM CIIy4aeB, PErJaMEeHTUPOBAHHBIX METOJOB XPAHEHHUS.

JIOKyMEHTBl ¥ HOCUTENINM C HH(pOpMalMed OrpaHMYEHHOrO JOCTYyNa JOJKHBI YOHpaThes
B oreuyaTbiBaeMble MecTa (ceidbl, mKadpl ©u T.aI.), HOpH YyxXxoide c¢ pabodero Mecra.
Ha aBromatusupoBanHom pabouem mecte Ilonp3oBarerns paboydast ceccusi JOKHA OBITH MTpEepBaHa,
paboumii cron 3abmokupoBaH. Bxon monb3oBaTenss B CUCTEMY HE JIOMDKEH BBINOIHSITHCS
ABTOMAaTUYECKHU.

JlokyMeHThI, coepxaimue HHPOPMAIMIO OrPaHUYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
U3bIMATBCSl W3 TEYATAIONIMX YCTPOHCTB. [l yTwim3anuu KOH(HIESHIHAIBHBIX JTOKYMEHTOB,
JIOJKHBI  MCIIOJIB30BaThCSl YHUYTOXKHUTENM JOKYMEHTOB HE HUKe 4 YpOBHS 1O CTaHAApTy
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKUTEISAM JOKYMEHTOB.

[Ipy wucnonb30BaHMM MOOHWIIBHBIX TEXHHYECKHX CpEICTB Heo0XoIuMo coOoaaTh
JIOTIOJTHUTEIbHBIE MEPHl 10 pErjaMEeHTAllMd W KOHTPOJIO HCIOJIB30BaHUS B WH(DOPMALMOHHON
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnaenue mnpexncraButeneil IOpUAMYECKUX JIML B paMKaX HWCHOJHEHHS JIOTOBOPHBIX
00513aTeNIbCTB B IOMEIICHUSX B KOTOpBIX Bejercs o0paboTka HMH(OpMAIMM OrpaHUYEHHOTO
JocTtyna UHQOPMAIMOHHOM CHCTEMBI, BO3MOXHO TOJILKO B COMpOBOXIAeHUH pabdoTHuka ['BJIOY
JIOMYLIEHHOTO J10 00pa00TKH Takoi MHpOpMaLUH.

Pa3menienne TeXHMUYECKHMX CpelncTB BbIBoAa HHpopMmanmuu B nomemeHusix [BA0OY
HOPOU3BOJUTCS C YYETOM HCKJIIOUYEHHUS BO3MOXKHOCTU BHU3YaJIbHOTO IPOCMOTpa HHGPOpMAaLUU
MOCTOPOHHUMH JIMIIaMU ¥ paOOTHUKAaMU, HE TOMYUIEHHBIM K padoTe ¢ JaHHON MH(pOopMaluei.

TexHuueckue CpeacTBa JOJKHBI pa3MelIaTbcss M XPAaHUThCS TaKMM 00pa3oM, UTOOBI
COKpPATUTh BO3MOKHBIM PUCK MOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOIO JJOCTYTIA.

Texnudeckoe o0cay:;kuBaHne 000py10BaHUSA

Texauueckue cpeactBa ['BJIOY nomkHB NMPOXOIUTH Ha PETYISPHON OCHOBE CEPBUCHOE
00cCITy’)KMBaHHE B COOTBETCTBUU C PEKOMEHIALIMSMH ITPOU3BOAUTENEH 000pYyI0BaHUS.

PemoHT u cepBucHOE OOCHTY)KHMBaHHE OOOpPYAOBaHUS JOJKHBI BBITIOJHATHCS TOJBKO
KBaTM(DUIIMPOBAHHBIMU CIICIIUATHCTAMHU.

TexHuueckoe oOCIy)XMBaHHE OOOpPYIOBAaHUS CTOPOHHHUMM OPraHU3alMSIMH HE JOJIKHO
IPUBOIUTH K PUCKY HapyIIEHUS KOH(UICHIIMAIBHOCTH 3allUIIaeMol HHPOPMAaLIUH.

B3aumopneiicTBHe ¢ TPeTHUMHU JIMLIAMH

B mensx oOecneuenuss mHpopmanuoHHou Oe3zomacHoctd ['BJIOY mnpu B3aumopeiicTBuu
C TPETHUMHU JIULIAMU JIOJKHO BBIMIOJIHATD CIIEIYIOIINE MEPOIIPHUATHS 110!

3aKJIFOYEHHUIO COTJIALIEHUsT O HepasrjalleHu WHGOpMalud OrpaHUYEHHOrO JIOCTyIa
MOJIyYEHHOM B X0/1€ UCTIOJHEHHSI IOTOBOPHBIX 0053aTEIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JAECHCTBUAMU IPEACTABUTEIEN KOHTPAareHTOB B IpPEIEsax
KOHTposmpyemon 3086l [ BZIOY.
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YnpasJ/ieHue ) KU3HEHHBIM IIUKJIOM HH(POPMALMOHHBIX CHCTEM

Mepornpusatusi B nporiecce KH3HEHHOTro mukiaa nHdopmarmoHHeix cucreM ['BJI0Y nomkxab
OBITH HampaBlieHbI HA OOECIIEYeHNE 3alUThl HH(GOPMAIIUU TIPU BBOJIE B JCHCTBUE, IKCIUTYaTAIlUH,
CONPOBOXACHUU U MOJIEPHU3ALINH, BbIBOJIA U3 SKCILUTyaTallUU.

OcHoBaHMeM mpu pa3paboTKe HHPOPMAMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NPUHATBIE Ha CcTaguu (GOpMUPOBaHUS TpeOOBaHMIA, colepkalire TpeOOBaHHS B TOM YHCIIE
[0 CHCTEME 3aIIUTHl HHPOPMALIUH.

Jioboe mmaHupyeMoe K  BHEAPEHUI0O  H3MEHEHHEe  HUH(GOPMAIMOHHONH  CHCTEMBI
IpeBapUTENIBLHO JIOJDKHO OBITh MPOAHATM3HUPOBAHO HA COBMECTUMOCTH M OTCYTCTBHE HApyLICHUN
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHUCJIE€ CPEJICTB 3alIUThl HH(OPMALIUK.

PabGotrel mo MopaepHu3anuu WHGOPMAIMOHHONW CHCTEMBI, B TOM YHCJIE [0 YCTAaHOBKE
IIPOrPaMMHOT0 O0ecrieueHUs U OOHOBJICHHM, TOJIKHBI IPOBOJUTHCS B HEpabouee BpeMsl WIIU BpeMs
HauMEHbIIeH pabodell Harpy3Ku.

[Ipu BBIBOOE U3 OKCIUTyaTallMd HMHQOPMAIMOHHBIX CHUCTEM JOJDKHO 00ecreyrBaThCs
rapaHTUPOBAHHOE yJaJleHue 00pabaThIBaeMO U XpaHUMON B HUX MH(POPMAILIUU C UCTIOIb30BaHUEM
CPEICTB rapaHTHUPOBAHHOI'O YHUYTOXKEHUS MHPOpPMAIMKM WU MyTeM (PU3NYECKOro YHHUYTOKEHUS
HOCHUTEJICH MHPOPMALIUH.

Bce mpouenypel oOecnedeHus 3ammThl  uH(pOpManuu, ycraHoBieHHble B ['BJIOY
B OTHONICHUM WH(POPMAIIMOHHBIX CHUCTEM, JIOJDKHBI BBIOJHATECS ¥ KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMIIAMU 33 OPTaHU3AIHMIO pa0dOT MO 3aIuTe HHPOPMAIUH.

KouTtpoas gocryna k uHpopMannoHHbIM CHCTEMAM

Bce pabotnuku Komwurer, nomymieHHble K pabotre ¢ HHPOPMAIMOHHBIMH CUCTEMaMU HECYT
NEPCOHAIbHYI0 OTBETCTBEHHOCTb 3a HapyUIEHHs YCTAaHOBJIEHHOIO IOpsiika 00paboTKu
uHpopmanuu.

YpoBeHb MONHOMOUYMH TmoONB30BaTenss B wuH(popmannoHHOH cucteme ['BJIOY  nomxen
OTIPECNATHCSA B COOTBETCTBUH C €r0 JOHKHOCTHBIMU O0S3aHHOCTSIMHU.

Joctyn nonk3oBareneit kK nHGpopMamonHbiM cuctemam ['BJIOY momkeH KOHTPOIUPOBATHCS
aMHUHHCTPATOPOM MH(GOPMAITMOHHON CUCTEMBI.

Ocy1ecTBI€HUE PEryISIPHOIO KOHTPOJIS BBIIOJHEHMS] OpraHU3alMOHHO-PACIOPAIUTENbHBIX
JIOKYMEHTOB, KacaroIIMXCsl peryiaMeHTaluu Jaonycka paboTHukoB Komuter k MHQOpMAIMOHHBIM
CHUCTEMaM.

Hnentudpuxanusd 1 ayreHTH(PUKanus

Hoctyn monp3oBareneid K MHMOPMAIMOHHBIM CHUCTEMaM JIOJDKEH MPEIOCTaBISATHCA TOJIBKO
MocJie YCIEIIHOTO 3aBepIICHUs UISHTHU(PUKAIIUY, AyTeHTHPUKAIUH.

[TonyueHue mnoab30BaTeieM HUMEHHM B HMHPOPMAIIMOHHOM cucTeMe M Mapojs, KOTOpbIe
o0ecreynBaroT AOCTYI K HH()OPMAIIMOHHON CUCTEME, TOJIKHO OCYIIECTBIATHCS MO MPEACTABICHUIO
pyxosogutens ['BIOY.

YnpasJienue 10CTYIIOM

B I'BIOY nomkHO OCYIIECTBIISITHCS YIPABJICHHE AOCTYNIOM K MH(POPMAIMOHHON CHUCTEME
MOCPEACTBOM pealn3alid HEOOXOJUMBIX METOJOB, THIIOB W MPaBWJ pa3rpaHUYECHUS JOCTYIa
nosib3oBatesiM uHbopmaruonHoi cuctembl ['BJIOY. B ToM umcie obecrneueH 3amuiieHHbIN
yIaJeHHBIA JAOCTYN CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyMa 4yepe3 BHEIIHWE WH(OPMAaIMOHHO-
TEJICKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTENAMH HHPOPMALMH

Pa6otauku I'BJIOY nomKHBI HMCHOIB30BaTh TOJBKO YUYTEHHBIE CHEMHBIC MAaITUHHBIE
HOCHUTENTH WH(GOpMALUU IS BBITIONHEHUS CBOMX JOJKHOCTHBIX O0si3aHHOCTEW. Vcmonb3oBaHHe
CBEMHBIX MAIMHHBIX HOcuTene nHpopmarwu B 'BJIOY B MHBIX 1IEsSX CTPOTO 3aMperieHo.

CbheMHbIe MallTMHHBIE HOCUTENH HH(DOPMALINK JOIKHBI XPAHUTCS B ONEYaTHIBAEMBIX IIKadax,
B MTOMEIEHUAX B KOTOPBIX MPeIycMOTpeHa 00paboTka nH(OpMaLIuy OTpaHUYEHHOTO TOCTYTIA.

B cnyuae kpaxu uiu moTepu CheMHOT'O MAIIMHHOTO HOCUTENS WHGOPMAIUH, a TAKKe WHBIX
WHIIUJIEHTOB, KOTOPHIE MOTYT MPUBECTH K HAPYIIEHHUIO CBONCTB HWH(POPMAIMH OTPAHUYCHHOTO
JIOCTYTIA, JOJIKHBI POBOAUTHCS MEPOIIPUATHS 110 PACCIECTOBAHUIO TAKUX UHIUACHTOB.
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[Tpu BBIBOAE M3 AKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCHUTENS MH(POpPMAlLUH, BCE TaHHBIE,
XpaHsAIIMeCcs] Ha HEM, JOJDKHBI ObITh yJaleHbl ONpPENeIEHHON KOMHUCCHEH M3 uHcia paOOTHUKOB,
CPEICTBOM rapaHTHPOBAHHOTO YHUUYTOXKEHHUSI HHPOPMALIUH.

@daKkT yHUYTOXKEHUS HHGPOpPMALlMM HA CHhEMHOM MAIIMHHOM HOCHUTeNle HH(OopManuu
¢ukcupyercs B akre 00 YHHYTO)KEHHHM HHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanusi coobITHii

B TI'BAOY  nmomkHa  OCYHIECTBISATHCA  PETUCTpPAIMM  COOBITHH  O€30MacHOCTH
HAa BceX KommoHeHTax wuHpopManmoHHbiXx cucteM [BOY, B koTopeix oOpabaThiBaeTCs
3amuiaeMas HHpopmaus.

AHTHUBHPYCHasl 3a1UTA

B 1mensx oOHapyKeHHST W YCTpaHEHHsS BpedoHOCHBIX mnporpaMmMm B I['BJIOY momxHbI
UCIIOJIb30BAThCS CPENICTBA AaHTUBUPYCHOM 3aIIUThl HH(POPMAITUH.

OO0s3aTenbHOMY KOHTPOJIKO CPEACTBOM AHTHUBHPYCHOM 3alUThl HMH(OpManMu JOJDKHA
nojuiexarb J00as wuHpopMmanus (TEKCTOBbIe (aiinbl J00BIX ¢dopmaroB, (aiasl JaHHBIX,
UCTONHAEMBle (aiiibl), ModydyaemMas W IepeJaBaeMas I10 JIOKAaJbHOW BBIYUCIMTENBHON cCeTH
B TOM YHCIIE M CETSAM OOIIETr0 TMOJBb30BaHUS, a TaKkke WH(POpMAIMsi, XpaHHUMas Ha CHEMHBIX
MAaIlMHHBIX HOCUTEIISAX UH(OPMALIHH.

[Ipu ycraHoOBKE NPOrpaMMHOr0 OO€cleueHus] WJIM €ro OOHOBJIEHUS Ha CEBEpHOE
o0opyaoBaHue JIOJKHA aBTOMAaTHUYECKU BBINOJIHATHCS
IpeJIBapUTENbHASAIPOBEPKAJaHHOTOIIPOT PAMMHOI000€CIEYEHUSIHA0TCY TCTBUEBPEIOHOCHOT O
IPOTrPaMMHOTr0 00eCIeUeHHS.

OOHoBneHue 0a3 cUrHaTyp ISl CPEICTBA aHTHBUPYCHOM 3alIUThl MH(OPMALUU JIOJIKHBI
OOHOBJISATHCSI €KETHEBHO.

[Tonb30Barenu oe3 npaB aJMUHHCTpaTOpa UH(POPMALIMOHHON CUCTEMbI
Komurer He NOKHBI UMETh BO3MOKHOCTh MOJIYYEHHUS JIOCTYNA K KOH(QUI'Ypallul aHTUBUPYCHOTO
CPEJICTBA 3AIUTHI WIN €r0 OTKJIIOUEHUS.

KoHTpOoJIb 321 IIIEHHOCTH NePCOHATBHBIX TAHHBIX

B nensix uckiarodeHHs SKCIUTyaTallMM YSI3BUMOCTEH MPOrpaMMHOIO OOECIEUEHUS JIOJIKHBI
OPOBOJIUTCS pabOThl 1O BBIABICHUIO, aHAIM3Y YSI3BUMOCTEH HH(OPMAIMOHHONM CHCTEMbI
U OIEpaTUBHOE YCTPAHEHHWE BHOBbH BBIABIECHHBIX YsA3BUMOcTeH. B ToM uwMcie opraHuzanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHMS IPOTPAMMHOIO OO€CledeHUs] BKIIIOYas CpPEeACTB 3alllUuThl
uH(pOpMaLINH.

Hcnonb3oBaHue NporpaMMHOro odecrne4eHus

Beibop mnporpammHoro obGecrneueHuss anas npou3BoAcTBeHHbIX HyxaA ['BJAOY nomxen
IIPOU3BOJUTHCS B NPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp pOCCHMCKHUX
porpaMM Ui 3JEKTPOHHBIX BBIUMCIMTENBHBIX MAallMH U 0a3 JaHHBIX. B ciydae oTcyTcTBuUs
aHasiora B EIMHOM peecTpe pOCCHHCKHMX NPOTrpamMM JUIsl SJEKTPOHHBIX BBIYMCIUTENIBHBIX MAalllWH
u 0a3 JaHHBIX JIOMYCKAeTCsl HCIOJb30BaTh IPOrPaMMHOIO 00ecreyeHHe HMIIOPTHOIO
IIPOU3BO/ICTBA.

Hcnonb3oBanue cpeacTB Kpunrorpadguyeckoi 3ammTbl HHGOPMaLUK

Obecneuenue 3aMThl HH(GOPMAIIMM OTPAHUYEHHOIO JI0CTYNA OT PACKPBITHS, MOIUPUKAIIMN
YW HaBsi3pIBaHMS (BBOJA JIOKHOM HMH(pOpMalMHM) MpU €€ Tepenade (MOATOTOBKE K Iepeade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJ 3a IMpeAeibl KOHTPOJIUPYEMOH 30HBI oOecreuyuBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTorpaduyeckoil 3amuThl HHGOpMAaIUH.

[TpuoOperenne  cpenctB  Kpuntorpapuueckoi — 3ammrtel  uHpopmauuun  I'BJIOY
OCYIIIECTBIISIETCS HA OCHOBAaHUU JIOTOBOPOB M KOHTPAKTOB C JIMIIAMH HMEIOIIUMU JIEHCTBYIOIIYIO
muuensuto @Cb Poccum Ha ocyliecTBIeHHE JEATENBHOCTH 10 pa3paboTke, MPOU3BOJCTBY,
pacnpoCcTpaHEHHIO MHU(POBATBHBIX (KPUIITOTpapUUEecKHX) CpPeACTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHUEM IIU(PPOBAIBHBIX
(xpuntorpadu4ecKnx) Cpe/CTB, BHIIOJHEHUIO pabOT, OKa3aHUIO YCIYyr B 00JacTH IHU(pOBaHUSA
UHPOPMAlLIUK, TEXHUYECKOMY OOCIYXHBaHHMIO MHM(POBATIBHBIX (KpUNTOrpauyecKux) CpPeACTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3AIUIICHHBIX C UCIIOJIb30BAaHUEM

14



mudpoBanIbHBIX (KpUNTOrpaguuecknx) CpeAcTB (32 MCKIIOYCHHEM CIlydasi, €CIIM TEXHUYECKOe
obcnmyxuBaHue IMHUQPPOBATHHBIX (KpUNITOTpadUUECKHX) CPEeAcTB, HHPOPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHHUKAI[MOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJBb30BAHHEM IMHU(POBATHHBIX
(kpunTorpadYeCKUX) CpPEIACTB, OCYHIECTBISACTCS i1 oOecreueHuss COOCTBEHHBIX HYXK]I
FOPUIMYECKOTO JIUIA WM UHIUBUAYATHHOTO PEINPUHUMATETIS).

B umemsx opranuzanmum M o0ecrieueHUM Tmepenaud HMHpOpMalMM [0 KaHaiaM CBSI3U
C HCIIONB30BAHUEM CPEJICTB KPUNTOrpaduuecKoil 3amuThl WHOOPMAIIMK, a TaK)KE BBIMOJHCHUS
munieH3noHHbIX  TpeboBannii @DCb Poccum B I'BJIOY nmomken ObITh CO3MaH  OpraH
KpUNTOrpagpuyecko 3aIuThl.

[Topranbuble pemenuss KoMurer ¢ BO3MOXKHOCTBIO JIOCTYyIa C ceTed OOLIero Mmojiab30BaHUS
JIOJDKHBI B IPUOPUTETE pa3paldaThIBaTbCA C OpraHM3alyedl 3aIlMIIEHHOr0 KaHaja IMOCPEACTBOM
nportokoja TLS ¢ mogaepsxkkoit anroputmoB ['OCT 34.10.

Hcnosib30BaHHe 3J1eKTPOHHOM MOYTHI

DJNIeKTpOHHas TMoYTa Jo/hkHA Hucrnonb3oBaTthes B ['BJIOY ¢ menpio opranusanum oOMeHa
AIIEKTPOHHBIMU ~ COOOILICHUSAMH MEXIy pa0OTHUKAaMH U  cyObekTamMu HH(DOPMAITMOHHON
0e30MacHOCTH.

IIpu uCnoJIb30BaHUM IIEKTPOHHOM IIOYTHI 3aIIPEIIACTCS:

oOMeH uH(popMale s CIyeOHOTo NOJIB30BaHus, a TaKkke HH(popmalmel orpaHI4eHHOTO
JI0CTYTa;

MPEIOCTaBIEHUE JIOCTYIA K 3JIEKTPOHHOH MOYTE C MCIOIb30BAaHUEM JaHHBIX CBOEH Y4EeTHOM
3aIIUCH TPETHHUM JIMIIAM;

myOIMKAIUsl CBOETO CIIYKEOHOTO aJpeca AJIEKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTalorax,
Ha TIOMCKOBBIX MalllMHaX M JpYrux pecypcax ceru HWHTepHeT B 1eNsAX, HE CBA3AHHBIX C
WCIIOJTHEHHEM CBOUX JIOJDKHOCTHBIX 00sS3aHHOCTEH;

MOJAMKCKA IO JIEKTPOHHOM MOYTE Ha Pa3IMYHbIE PEKIaMHBIE MAaTepUaIbl, JTUCTHI PACCHUIKH,
9JIEKTPOHHBIE KYpHAJIBI M T.lI., HE CBS3aHHBIE C BBIIIOJIHEHHWEM IOJIB30BATENIEM OJIKHOCTHBIX
00s13aHHOCTEIA;

OTKpBITHE (3amyCcK Ha BbIIONHEHWE) (ailyioB, MOJYYEHHBIX IO DJIEKTPOHHOM mouTe
WM u3 pecypcoB ceru HMHTepHer, 0€3 NpenBapUTEIbHON TNPOBEPKH HX aHTUBUPYCHBIM
IPOrPaMMHBIM 00€CIIedYeHHEM.

Pabora B ceTsix 0011ero noJIb30BaHUS

I'BIOY ocraBnser 3a coboit mpaBo OIOKUPOBATH WM OTPaHUYHMBATH JOCTYH PaOOTHHKAM K
CEeTSIM CBSI3U OOIIETO MOJIb30BaHMs, B TOM YHCIie ceTu MHTepHeT, coaepikaHne KOTOPBIX HE UMEET
OTHONICHUS K UCTIOTHEHHUIO JOJKHOCTHBIX O0S3aHHOCTEH, a Takke K HH(POPMAIMOHHBIM pecypcam,
COIEp)KAaHUE M HAIPABICHHOCTh KOTOPBIX 3aMpelIeHbl 3aKOHOAATENBCTBOM Poccuiickoi
denepanuu.

Nudopmanus o mocemaembix pabotaukamu  ['BJIOY  uHpoOpManuoHHBIX pecypcoB
MPOTOKONMUPYETCST s TOCIHEAYIOUIer0 aHalu3a W, TpU HEO0OXOIUMOCTH, MOXKET OBbITh
npeacrasiena 3aseaytomemy ['BJIOY mis koHTpoIs.

[Ipu ucnonb3oBanuu cetu MHTEpHET 3anpeleHo:

ucnoinp3oBath npenocrasiaeHHbii ' BJIOY noctyn B ceTh HTEpHET B IMYHBIX 1ENAX;

HCII0JIb30BaTh HECAHKIIMOHMPOBAHHBIE MTPOTPaMMHBIE M NMPOrPaMMHO-aNapaTHbIE CPEICTBA,
MO3BOJISIOIINE MTOTYYUTh HECAHKIIMOHUPOBAHHBIHN T0CTYM K ceTH MHTepHeT;

nyOIMKOBaTh, 3arpyXaTh M PaclHpOCTPAaHITh MaTepHallbl COJAEpXKallie HEIOCTOBEPHYIO
undopmarnuto o 'BAOY, a taxke panpcudunuponats cBoi [P-aapec.

Pe3epBHOe KONMPOBaHKME U BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHHE PE3EPBHOIO KOMUPOBAHUS JIOJDKHO OCYILIECTBISTHCS JIST:

uHpopmanun oOpabaTeiBaeMoii Ha (alloBOM cepBepe U CepBepe MPHIOKECHUH,
MH(OPMALIMOHHON CUCTEMBI,

pabourx MECT aIMUHUCTPATOPOB HHPOPMAITMOHHON CHCTEMBI.

Yactota M peXUM pPE3EepPBHOTO KOMUPOBAHHUS YCTAHABIMBAIOTCA TaKHUM OO0pa3oM, YTOOBI
obecneynTh MUHUMAIbHYIO TOTEPIO JAHHBIX U ONIEPAaTUBHOE BOCCTAHOBIICHUE.
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Hactpoiika pe3epBHOTO KOMMPOBAHUS U BOCCTAaHOBJICHUS PECYpCOB HH(POPMALMOHHBIX
cucrteM ['BZIOY nomxHBI MPOBOANTH YyIOJIHOMOYeHHBIE padoTHHKK [ B/IOY.

PezepBHOE  KOMUpOBaHHME JIOJDKHO  OCYIIECTBIATBCS B~ ABTOMAaTHYECKOM  PEKUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOTO KONUPOBAHUS
C JEHCTBYIOUIMM CepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSM Oe30macHOCTH HH(POpMALUU
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPONECCAM YIIPABJIEHUA
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MonnTopuHr HHGPOPMALMOHHOI 6€30I1aCHOCTH

Ha nocTossHHONM OCHOBE JOJDKEH IPOBOAUTHCS KOMILIEKCHBIN aHauM3 (PyHKIMOHUPOBAHMS
UHPOPMALIMOHHOM cucTeMbl KOMUTET M BOSHUKAIOLINX COOBITHI HH(POPMAIIMOHHOHN 0€301acHOCTH.

[Tporiecc MoHUTOpHHra cucTeMbl oOecrieuyeHHs MH()OPMAIMOHHONW O€3011aCHOCTH JI0JIKEH
BKJIIOYAaTh B ce0sl KOHTPOJb OPraHM3AalMOHHBIX M TEXHHUYECKMX Mep MO 3aIuTe HH(OpMAIHH,
aHaJIM3 apaMeTpoB KOHPUIypalMy U HACTPOMKH CPEJCTB 3alUThl HH(MOPMAIUH.

IIpn npoBeneHUN KOHTPOJBHBIX MEPOINPUATHMA, CBA3AHHBIX C OLIEHKOM peanu3aluu Mep
no 3amute uHopmamuu B ['BJIOY, ynomHoMoueHHblE PaOOTHUKH JOJDKHBI MPUICPKHUBATHCS
CJIEIYIOIINX IPUHLIUIIOB!

He HapymaTh GyHKImoHupoBanue aestensHoct I'610Y;

JeIICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMU OpIraHU3allMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu KomuTter o 3amure uHpopmanuy,

HE CKPBIBATh (haKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON 0€30acCHOCTH;

0(OPMIIATH OTUETHI, TOATBEPHKAAOLIHIE BBINOJIHEHNE MEPOIPUATHI 0 3aluTe HHPOPMALIUU.

Wudpopmanus, moiyueHHas B XOA€ MPOBEACHUS KOHTPOJUPYIOUIUX MEpPONPUATUI
0 JEUCTBUSX, COOBITUAX W IapaMeTpax, UMEIOIIUX OTHOLIEHHWE K peau3alid Mep IO 3aluTe
uH(pOpMaluy, TOJKHA KOHCOJUAMPOBATHCS U XPAHUTHCA B MECTax, UCKIIOYAIOIIUX IOJTY4YEHUE
K HEl HECAHKIIMOHUPOBAHHOI'O AOCTYIIA.

MOHHMTOPHUHTI JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMALMOHHOW 0€30IacHOCTH
JIOJKEH MPOBOJIUTHCS, TI0 BO3MOXKHOCTH, C MCIIOJIB30BAHUEM CHUCTEMBI MOHUTOPUHIA MHIIUJEHTOB
MH(OPMaLlMOHHON 0€30IaCHOCTH WJIM BCTPOEHHBIX MEXAaHM3MOB HACTPONKHM M ayAuTa COOBITUIN
B INPOTPaMMHBIX U NPOrpaMMHO-aNIMapaTHBIX CPEICTBaX, MCIOJIb3YEMbIX B HH()OPMAIMOHHON
uH¢pactpykrype I'G/1OV.

YnpasJieHue pucKamu

OmnpeneneHne BHYTPEHHUX TpPeOOBAHUN IO 3amuTe MH(OPMALMHU, TOJIKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEICHMS aHalIKW3a PHCKOB HAapyLIEHHs OCHOBHBIX CBOMCTB 0€30MacHOCTH
Juist uHopmaMoHHbIX pecypcos I'B/IOVY.

OCHOBOI OIIGHKM pPHCKOB JOJDKHA OBITh OLIEHKa YCIOBUH M (PAKTOPOB, KOTOpHIE
MOTYTCTaThIIPUUNHONHAPYILIEHUALETO0CTHOCTH, KOH(PUICHIIMAIbHOCTUNJOCTYITHOCTH JUISt
uHpopMannoHHbIX pecypcoB ['BJIOY.

PesynbpTarom mpoBeneHUs aHanM3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIPaBJICHHBIX HAa CHWKEHUE BO3MOYKHOIO HETaTHMBHOI'O BIIMSHHUS Ha OCHOBHYIO JESATEIBHOCTH
I'BAOY npu peanuszanuu Toi WK UHOU yrpo3bl 0€30MaCHOCTH MHPOPMAIMHU U 00ECTIEYNBAIOIIUX B
JaNbHEeHIIeM T0CTaTOYHbIN ypOBEHb 3aLUIIEHHOCTH HHPOPMALlMOHHBIX crucTeM Komurer.

YnpasJieHue HHIUACHTAMH HHPOPMALIMOHHOI 0€301TACHOCTH

st obecniedenrst 3pPEeKTUBHOTO pa3perieH s HHIMIEHTOB HH(POPMAIMOHHOM 0€301MacHOCTH
B ['b/IOY, MuHMMH3a1IMK TOTEPh U YMEHBIIEHUS PUCKA BO3HUKHOBEHUS MTOBTOPHBIX MHIIMJICHTOB
JIOJDKHO OCYIIECTBIIATHCS YIPaBICHUE HHIIMACHTaMU HH()OPMAIIMOHHON 6€30MacHOCTH.

Jns ynpaBiieHuss MHUMACHTaMH HH(DOpPMAIMOHHOW Oe30MmacHOCTH JOoJKHA OBbITh CO3/1aHa
ciry’k0a MOHMTOPUHTA M PEaripoBaHUsl HA MHIUAECHTH MH(POPMAIIMOHHONW 0€30MacHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEICTB M MEpONpUATHH uisi cOopa M KOHCONMMIAUMU HH(GOpMaluu
00 MHIUJEHTAaX pellaeT IaHHYI0 33jady. B OTHOIIEHMHM Ka)KJ0TO MPOM3OLIEANIEr0 MHIUICHTA
paboTHMKaMU U3 CIY)XKObI MOHHTOPHHIAa W pearupoBaHUsl HAa MHIMJEHTH HH(MOPMAIOHHOM
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0€30IaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIM UHIUCHT.

AyauT cuctemMbl o0ecniedyeHrsi HHPOPMALMOHHON 0€30acHOCTH

B nensx onenku Tekymero ypoHs nndopmarnmonHoit 6e3omacaoctu 'bJIOY Ha perynspHoit
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALIMOHHON 6€301acHOCTH.

BHyTpeHHUE ayauThl JOJKHBI BBINOJHATHCS padorHukamu ['BJIOY. B uucino 3amauy,
pelaeMbIX IpU NPOBEICHNH BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOI 0€301MacHOCTH, BXOIAT:

cOOp M aHaAJIM3 HUCXOIHBIX JIaHHBIX OO0 OpPraHM3alMOHHOW M (PYHKIMOHAJIBHON CTPYKTYpe
UH(POPMALMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3allIUThI HH(POpPMAIINY,

aQHAJIN3 YTBEPXKICHHBIX OPTraHU3allMOHHO-PACTIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
uHPOpPMALIMK HA TIPEAMET UX TOJTHOTH U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
0 UX 10pabOTKE UK pa3pabOTKHU HOBBIX;

o0ocHoBaHue (pUHAHCOBOM S(PPEKTUBHOCTH BHOBH IPHOOPETAEMBIX CpPEICTB 3aAIIUTHI
uHpopmanuu;

NpOBEpKAa MPaBWJIBHOCTH BbIOOpa W HACTPOWKHM CPEICTB  3alIMThl  MH(OpMaLuy,
dbopMupOBaHUE MTPEJIOKEHUH MO UCIOJIB30BAHNIO UMEIOIIUXCS CPEACTB 3aIIUTH HHPOPMAIUH AJIs
MOBBIIICHUS YPOBHS HAJEKHOCTH B Oe30macHOCTH nHpopManuoHHbix cuctem ['BA0Y;

aHAJIW3 OTYETOB IO MPOU3OLICAIINM HHUIUJACHTAM WHGOPMAIMOHHON 0e30ImacHOCTH
U IIPUHATHIM MEpaM 110 UX pa3peleHuIo.

[loBbIlIEHHE 0CBEIOMIEHHOCTH PA0OTHHKOB

B pamkax opraHuzanuM KOMIUIEKCHOTO IPOTUBOAEHMCTBUSI yrpo3aMm 0€3011acHOCTU
uHpopmanuu, wucxomdmum oT pabotHukoB ['BJIOY nomkHAa MOCTOSHHO TOBBIIIATHCA
UX OCBEJOMJICHHOCTb B O0JIACTH 3aIUTH HH()OPMAIIHH.

[ToBbIilIeHNE OCBEAOMIICHHOCTH pabOTHUKOB KOMUTET OCyIecTBIsIeTCS

no cymectBytomuM B ['6/I0Y oprannsannoHHO-paciopsiANTEIbHBIM JOKYMEHTaM,

no npumensiembiM B ' BJIOY Mepam 3amutel nHpopmanuu;

110 IPABUIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3alIUTHI HH(POPMAIINH.

7  3AK/IIOYEHHUE

[Ipu u3MeHeHHMM AeHcTBYIOLIEro 3akoHonaTenbcTBa Poccuiickoit ®denepanuu B o6iactu
3alUTEl UHPOpPMAIMK, a TaKKe OpTraHU3allMOHHO-PACTIOPSAUTEIBHBIX JOKyMeHTOB Komurter
Hactosmas [lonuThka U M3MEHEHUsT K HEW NPUMEHSAIOTCS B YAaCTH, HE NMPOTHUBOpEYAICl BHOBb
IIPUHATBIM 3aKOHOJATEJIbHBIM M MHBIM HOPMAaTUBHBIM aKTaM, a TaK)K€ BHYTPEHHUM JIOKYMEHTaMm
I'BJOYVY.

Bce T1peGoBaHus, yCTaHOBIEHHBbIE JIEHCTBYIOIIMM 3aKOHOJATEIbCTBOM Poccuiickoit
®denepannn, MOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMH OTHOIIEHUSIMH, a Takxke noaxoa ['BJIOY
K 00€CIEeYeHHI0 COOTBETCTBUSI STUM TPEOOBAHUSM JOJKHBI OBITH SIBHBIM 00pa3oM OIpeesIeHbl,
JIOKYMEHTUPOBAHbI U MOAAEPKUBATHCS B AKTYaJIbHOM COCTOSIHHH.

I'BAOY B  NOpUOPUTETHOM  HANpaBIEHUH  JIOJDKEH  paccMaTpuUBaThCs  MEPEXO0]
a MPOTrPpaMMHOTO 00ECIeYeHHUE OTECYECTBEHHOTO MPOU3BOIUTENS, BKIFOYCHHOTO B €IMHBINA peecTp
POCCHUHCKHUX TPOrpaMM IS SJEKTPOHHBIX BBIUMCIUTENBHBIX MAIIMH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYIOBaHUS M TPOTrpaMMHO-ANMapaTHBIX CPENICTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUNCKON PagrO3IE€KTPOHHON IPOLYKLIUH.

IlepecMoTp W BHECeHHME M3MEHEHHM B HacTroAmyr [loMUTHKY  OCYIIECTBIISIIOTCS
Ha MepUOINYECKON U BHEIUIAHOBOM OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbubiiizakonor27.07.2006Ne149-03  «O6 wuHbopmanuu, WHPOPMALMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAITII.

2  Oepepanbhblii 3akoH 0T 06.04.2011 Ne 63-D3 «O06 371€KTPOHHON MOIAITHUCH.

3 Tlocranosnenue IlIpaButenscrBa Poccuiickoit @enepanmu ot 16.04.2012 Ne313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCTpaHeHUI0 MH(POBATBHBIX (KPUNTOTPAPUUECKUX) CPEACTB, MHPOPMAMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CpPEeACTB, BBHIIOIHEHHIO pabOT, OKa3aHUIO yCIYr B OOJNAacTH IIU(POBAHUS
uH(pOpMaIUK, TEXHUYECKOMY OOCIYXHMBAaHHUIO MHU(POBaTBHBIX(KPUNITOTpahHIECKUX) CPEICTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBanIbHbIX (KpUNTOrpagUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MUMPOBATBHBIX (KpUNTOrpauUIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYIIECTBISETCS I oOecrnedeHuss COOCTBEHHBIX —HYXKIT
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IIpaButenbctBa Poccuiickoit ®enmeparuu ot 01.11.2012 Nell19
«O0 ytBepkIeHMM TpeOOBaHMN K 3alllUTe [EPCOHAIBHBIX JAHHBIX MNP HX 00paboTke
B MH(POPMALMOHHBIX CHCTEMAaX IEPCOHAIBHBIX TAHHBIX).

5 Ilpukaz @OAIICU ot 13.06.2001 Nel52 «O6 yrBepxknenuun HWHcTpykuuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHHUEM CPEJICTB KpUIITOrpaduyeckoil 3amuThl MHGOPMALMK C OrpaHUYEHHBIM
JIOCTYIIOM, HE coZiepKalllell CBE€ACHUM, COCTABIISIOLINX FOCY/IapCTBEHHYIO TallHY».

6 Ilpukaz ®CB Poccum ot 09.02.2005 Ne66 «OO6 yrBepxknenuu IlonoxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AMH U IKCILTyaTalluy H(PPOBATHHBIX (KPUIITOTPapUIESCKIX )
cpencts 3amuTsl nHGopmaruu ([TonoxennelIK3-2005)».

7 Ilpukaz ®CTIK Poccun ot 11.02.2013 No 17«06 yrBepkaeHHH TPeOOBAaHUI O 3aIuTe
UH(pOpMAaIMU, HE COCTABJAIOIICH TOCYIapCTBEHHYIO TaiiHy, cOAeprKalleiicss B roCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTIK Poccun ot 18.02.2013 Ne 21«00 yTBEpKI€HHH COCTaBa M COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 OEe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccumn ot 10.07.2014 Ne378«0O0 yrBepxkaeHun CocrtaBa M COAepKaHUS
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB KpUOTOrpapuuecKkol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISl  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanuu TpeOOBaHUM K 3aIIMTE NMEPCOHAIBHBIX
JTAHHBIX JJIS1 KQKJJ0T0 U3 YPOBHEH 3allUIIIEHHOCTHY.

10 TOCT P 51624-2000 «3ammra wHQOpPMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIlIMIIEHHOM HcnoiaHeHuu. O01mue TpeOoBaHU».

11 T'OCTP51898-2002«AcnekTtsl 6e30macHoCTH. [IpaBuiia BKIFOYEHUS B CTAHIAPTHI».

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta uHOopManuu. OCHOBHBIE TEPMHHBI
U OIIPEICTICHUSD.

13 TOCT P MCO/M3K 27001-2006 «1upopmarmionHas TexXHOJIOTHUS. METOJbI U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHeKMEeHTa HH(popMamoHHoi 6e3onacHocTu. TpeboBaHUs».

14 TOCT P 50922-2006 «3ammra nadpopmannuu. OCHOBHbIE TEPMUHBI U ONPEICTICHUS ).

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHpopMaTH3auuu. DPakTOpHI,
BO3JIelicTBYIOIMMKE Ha nHPopManuo. OOIIre MOT0KEHUS.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHpopmManmoHHAasT TEXHOJOTHA. MeTobl
U cpencTBa obecriedeHus: 6e3omacHocT. YacTe 5. PykoBOJICTBO MO MEHEMHKMEHTY 0€30MacHOCTH
CETH.
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17 TOCT P HCO/TO 13569-2007 «DduHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o HHGOPMAITMOHHON 0€30MTaCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MubopmannoHHas TexHOJIOTHs. MeToAbl U cpecTBa
obecrnieueHus 6e30macHOCTH. MeHeDKMEHT prcka HHPOPMAIIMOHHON 0€30IacHOCTH.

19 T'OCT P UICO/M3BK 27004-2021 «MudopmannoHHas TexHOJIOTHs. MeToabl U cpeicTBa
obecrieyenns Oe3zomacHOCTH. MeEHEIKMEHT HH(POPMALMOHHON Oe3omacHOCTH. MOHUTOPHHT,
OIICHKA 3aIIUIIEHHOCTH, aHAJIN3 U OLIEHUBAHUEY.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI K ONIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUS.

22 Konuenuus nH(OPMaLMOHHON 0e30MacHOCTH HCIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHol Bnactu Cankr-IlerepOypra ot 20.02.2023.
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